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Abstract

We live in a world where our attention has become the most valuable 
resource in the world.1 Companies like Facebook, Twitter, and Instagram, 
utilize an advertising-based business model2 that compete for larger slices 
of our time and attention in an industry that generates over $100 billion 
in annual revenue.3 But if time and attention are a few of the life factors 
we can control, why aren’t we placing as much value on them as these 
companies? Perhaps it’s due to the various forms of distraction social 
media places in our way. From engineering addictive habits, to mining our 
data, to rewarding sensationalized headlines, social media is designed to 
attract and distract its audience. This paper explores a few key aspects 
on the operation of social media and examines their threat to attention, 
privacy, information. 
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CODING FOR ADDICTION

Because social media companies require their audiences’ 
attention to make money, they intentionally engineer features 
that will produce addictive tendencies. 

Coding for 
Addiction

Consider Youtube or Netflix for a moment. When 
a person finishes watching a video, the platform 
automatically plays the next one. The technology 

doesn’t wait for the user to choose whether to continue 
watching, it decides for them. It does what it can to 
keep the user put. Technology engineers, corporate 
businesses, and advertisers are more involved in people’s 
day-to-day decisions than most people recognize. 
 
Tristan Harris, a former Product Manager4 and Design 
Ethicist at Google, and the current founder of the Center 
for Humane Technology,5 is a strong vocalist against 
the state of technology today. He has described the dark 
reality of a system he was once a part of—the one where 
“a handful of people, working at a handful of technology 
companies, through their choices will steer what a billion 
people are thinking today.”6 By deliberately utilizing 
psychological techniques to hijack people’s eyes, ears, 
and emotions, social media engineers are hooking people 
to their platforms using similar methods as casinos.7 

One of these techniques is known as variable rewards.8 This 
occurs when a person repeatedly conducts an action because 
they are trained to expect a reward in return. Sometimes they 
do get a reward and sometimes they do not, but they know 
they need to continuously repeat the action to find out. It’s like 
playing a slot machine9—if a person pulls the lever enough 
times, the slot machine will payout. They do not know when it 
will payout, just that it eventually will. 
 
Now imagine a Facebook feed. People log in not knowing 
what content they will see. Sometimes they see something 
they like (i.e. a reward) and sometimes they don’t. Either 
way, they keep pull-to-refreshing—much like pulling a slot 
machine lever—to see what shows up next. The constant 
state of not knowing when the next reward will come 
generates a compulsive behavior of checking and refreshing 
constantly. As tech author, lecturer and investor Nir Eyal 
describes: “Today, technology companies are creating 
new habits by running users through a series of desire 
engines—and variable rewards fuel the chain reaction.”10

Another rewarding technique comes in the form of 
a like. The “like” feature reinforces validation and 
popularity. Daria Kuss, a psychologist at Nottingham 
Trent University says the “like” button 

“feeds into the pressure to be active on social me-
dia because the more likes people post, the more 
likes they receive, and so the cycle continues…
This may feed into compulsive and excessive use, 
and a vicious cycle of liking content to be liked.”11 

The “like” button is also a very profitable tool for Facebook. It 
tracks and evaluates a person’s “likes” then sells that data to  
advertisers.12 Social media companies are coding algorithms 
that are a magnet for attention and succeeding. In 2019, 
Facebook generated 70 billion U.S. dollars from advertising, 
which was 98.5% of its total global revenue.13 Their efforts are 
paying off greatly for themselves and advertisers, at the cost 
of our time and attention. 

Today, technology  
companies are creating 
new habits by running 
users through a series 
of desire engines—and 
variable rewards fuel the 
chain reaction.
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Recognize Social Media’s Lure 
By acknowledging that social media is trying to maximize 
the amount of time people spend on their platform, users 
can reconsider how they choose to engage. Inviting inten-
tion into social media use can protect people from falling for  
their persuasive tactics.14

Limit Time to 30 Minutes a Day
Studies show that using social media for more than 30  
minutes a day can lead to a decrease in well-being.15  
Setting time limits time can help reduce negative side- 
affects from social media use. 

Focus on Yourself. Focus on Deep Work. 
Cal Newport, author of the books Deep Work and Digital  
Minimalism has stated: “To produce at your peak level you 
need to work for extended periods of full concentration on  
a single task free from distraction.”16 

Social media makes this effort nearly impossible given it is 
designed to distract. People should consider taking time to 
re-evaluate what matters to them professionally as well as 
personally, then make a plan to make it happen. They will 
quickly realize that their goals probably don’t revolve around 
social media and that by eliminating time spent on such  
platforms, they could be improving themselves, their real  
relationships, and even the world. In other words, “Clarity 
about what matters provides clarity about what does not.”17

Delete Apps from Smartphones
People can take initiative in reaching their goals by reducing 
social media distractions. Deleting social media apps from 
smartphones or disabling notifications will greatly reduce 
interruptions throughout the day. Smartphones make social 
media extremely accessible, and therefore very easy to 
sidetrack attention throughout the day.18 Instead, carving 
out a designated time—maybe 30 minutes a day—to check 
social media eliminates distractions and puts people back in 
control of their schedules.   

What can be  
done about it?
The reality is that social media won’t be disappearing from 
society any time soon, so it is up to users to take control of 
their relationships with social media. The following actions  
have been gathered from various research related to the 
topic, but there are still plenty of resources worth exploring 
in further depth. Among them are:

1. The Center for Human Technology  
 humanetech.com

2.  Digital Democracy  
 digital-democracy.org

3. Deep Work by Cal Newport

Clarity about what  
matters provides  
clarity about what  
does not. 
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SOCIAL MEDIA MINING & PRIVACY PROTECTION

Like data mining, social media mining is the collection of data on users, but specifically from social  
media platforms such as Facebook, Twitter, and Instagram. It occurs “when a company or organization 
collects data about social media users and analyzes it to conclude the populations of these users.  
The results are often used for targeted marketing campaigns for specific market segments.”19

Social Media Mining  
& Privacy Protection of Facebook users don’t know that 

their traits and interests are listed 
for advertisers

75%

of users “feel uncomfortable” that  
Facebook keeps a record of their  
traits and interests

51%

These days data is considered more valuable than 
oil,20 but most people hand it over to social media 
companies without hesitation. The intentions behind 

social media mining are described in a Washington Post 
article titled How Silicon Valley is Erasing Your Individuality: 

“Unlike the market research and television ratings  
of the past, the tech companies have a bottomless  
collection of data, acquired as they track our travels  
across the Web, storing every shard about our habits  
in the hope that they may prove useful. They have  
compiled an intimate portrait of the psyche of each  
user—a portrait that they hope to exploit to seduce  
us into a compulsive spree of binge clicking and  
watching.”21

From the news and ads to friend suggestions, social media 
algorithms are deciding how to direct our attention. With 
79% of Americans using social media22 to engage and 
connect, this means social media mining is affecting the 
majority of people in the United States. Despite these high 
user rates, studies reveal that only half of Americans feel 
their data is secure and protected on these platforms.23

History proves there is a reason for suspicion. Leading up 
to the 2016 election Facebook was involved in a massive 
data breach when a political data firm called Cambridge 
Analytica harvested the data of over 87 million Americans.24 
The firm, hired by Donald Trump’s 2016 campaign, was 

Despite the scandal and new enforcements required by 
the FTC, the clarity behind Facebook’s use of data mining 
is still not clear to most people. Studies conducted by Pew 
Research in 2019 reveal that roughly 75% “of Facebook users 
are not aware that the site lists their traits and interests 
for advertisers.” 51% of Facebook users also stated that 
“The fact that the company maintains a list of users’ traits 
and interests makes many users uncomfortable.”31

Despite the power of people’s data, many users are 
still very unaware of how their data is collected, 
used, and what they can do to protect it.

You are playing  
with an entire country, 
the psychology of an  
entire country without 
their consent or  
awareness.

Read Before You Agree
Anytime someone signs up for a social media account, 
or visits a website they should be shown a “Terms of 
Service”. Don’t click “Agree” before reading through 
the terms and understanding how the platform mines 
data.33 It is also possible to check the settings on any  
existing social media accounts and change them to 
add more protection.

Delete What You Don’t Need
If an app isn’t needed or used, delete it. There is a 
high likelihood it is collecting a person’s data just by 
being installed on the smartphone.34 

Remove Social Media Apps
Most of Facebook’s earnings come from smartphone 
use since the mobile version can more often hijack 
attention compared to desktop versions.35 Any time 
someone picks up their phone and scrolls through  
social media they are inviting companies to distract 
their attention, and collect their data.

What can be  
done about it?
The truth is, it is practically impossible to connect with 
the digital world without leaving a data footprint. But 
there are ways to mitigate the amount of information 
people surrender. Below are a few suggestions:32

largely funded by Republican billionaire Robert Mercer, and 
the chief strategist of Trump, Steve Bannon.25 Data scientist, 
former Director of Research from Cambridge Analytica, and 
eventual whistleblower.26 of the entire scheme, Christopher 
Wylie said the operation was “Bannon’s arsenal of weaponry 
to wage a culture war on America using military strategies.”27

As described in the Guardian’s extensive reporting, 
Cambridge Analytica “used personal information taken 
without authorisation in early 2014 to build a system 
that could profile individual US voters, in order to target 
them with personalised political advertisements.”28 The 
data was used to understand the personalities, psyche, 
and fears of the American public to influence voting 
behavior. Although data mining is generally used for 
advertising, this is a clear example of its power and ability 
to politically manipulate a country’s people. In describing 
the consequences of his work, Wylie confessed “You 
are playing with an entire country, the psychology of an 
entire country without their consent or awareness.”29

In 2018, following the wake of the scandal, the Federal  
Trade Commission (FTC) launched an official investigation 
into Facebook’s privacy policies and protections of user data, 
to determine whether Facebook was responsible for failing  
to protect users from unauthorized disclosure of their data  
to third parties. On July 24, 2019, Facebook settled with a  
$5 billion fine and was ordered to enforce new privacy  
protection standards.30
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THE SOCIAL SPREAD OF MISINFORMATION

Spreading misinformation on social media is shockingly simple. There are no punishments 
for taking such actions, yet this type of content has the power to manipulate public opinion, 
endanger innocent people’s lives, and challenge the credibility of science. Misinformation 
will be used as the umbrella term here for its various forms—including rumors, fake news, 
conspiracy theories, propaganda, and disinformation. 

The Social Spread 
of Misinformation

The deep learning algorithm utilized by companies 
like Facebook and Twitter determines what a user 
sees based on the popularity of the post and previous 

user behavior. Popularity is measured by engagement, which 
comes in the form of “likes” “retweets” and “shares.” The 
more people engage with a post, the more popular it becomes. 
The more popular it becomes, the more people the algorithm 
will distribute the post to.36 And the cycle continues. 
 
The algorithm does not care about the validity of the post, 
just about audience response. This makes it extremely easy 
for social media to spread misinformation like wildfire—
especially since humans naturally have a tendency “to react  
to content that taps into our existing grievances and beliefs.”37

As described in an article published by The Atlantic, “social 
media turns many of our most politically engaged citizens 
into Madison’s nightmare: arsonists who compete to create 
the most inflammatory posts and images, which they can 
distribute across the country in an instant while their public 
sociometer displays how far their creations have traveled.”38 

This behavior becomes more motivating in a system that 
rewards inflammatory content with even more attention.  
Following are two studies in which misinformation on 
social media resulted in negative consequences.  

#PizzaGate 

On October 29th, 2016, just days before the U.S. 
presidential election, a fake story appeared on 
Facebook39 that accused Democratic presidential 
nominee Hillary Clinton and her campaign chairman 
John Podesta, of operating a child abuse ring through a 
Washington D.C. pizzeria called Comet Ping Pong.40

An article reported by the Rolling Stone “in partnership 
with The Investigative Fund and Reveal from the Center 
for Investigative Reporting” traces the inception and 
spread of the story across social media. The story began 
circulating on 4chan—an anonymous forum site41—shortly 
before being posted on Facebook by Carmen Katz—a 
fake person’s profile that was controlled by a woman 
named Cynthia Campbell of Missouri. The post stated:

“My NYPD source said its much more vile and 
serious than classified material on Weiner’s device. 
The email DETAIL the trips made by Weiner, Bill, and 
Hillary on their pedophile billionaire friend’s plane, 
the Lolita Express. Yup, Hillary has a well-document-
ed predilection for underage girls. . . . We’re talking 
international child enslavement and sex ring.”

Just 12 hours after Katz published her post, a “highly 
automated” user (likely part of a bot network used to spread 
misinformation) named @DavidGoldbergNY shared Katz’s 
post on his Twitter feed. This repost was retweeted 6,369 
times.42 Fake news articles began popping up all over media 
from Facebook and Twitter to conspiracy sites like The 
Vigilant Citizen and The New Nationalist, with headlines like 
“Pizzagate: How 4Chan Uncovered the Sick World of Washington’s 
Occult Elite.” A Reddit thread titled “Pizzagate” quickly 
gained 20,000 subscribers. The story was even shared on 
foreign media sites.43 The story continued to gain traction 
when it appeared on the nation’s most popular conspiracy 
theory outlet (with 7.7 million unique website visitors a 
month), InfoWars. Within the first five weeks, information 
with keywords #pizzagate or related tags were shared about 
1.4 million times by more than 250,000 accounts.44

This viral story proves that “social media platforms provide 
a megaphone to anyone who can attract followers. This new 
power structure enables small numbers of individuals, 
armed with technical, social, or political know-how, to 
distribute large volumes of disinformation or ‘fake news.’45

After learning about this conspiracy, 28-year-old Edgar 
Welch—a white male—drove from North Carolina to D.C. on 

December 1st, 2016 armed with a “Colt AR-15 rifle, a Colt 
.38 handgun, a shotgun and a folding knife”46 in an attempt 
to “self-investigate”47 the situation. He raided the accused 
pizzeria, firing shots inside, and seeking evidence of the 
democratic pedophile ring he had heard of on alt-right 
media. He discovered no basement and no captive children 
and eventually surrendered. His unwavering belief in fake 
news landed him 4 years in prison.48 After the incident, 
the owner of Comet Ping Pong, James Alefantis said “What 
happened today demonstrates that promoting false and 
reckless conspiracy theories comes with consequences…I 
hope that those involved in fanning these flames will 
take a moment to contemplate what happened here today, 
and stop promoting these falsehoods right away.”49

This story highlights the serious impact misinformation can 
impact on people’s belief systems and livelihoods. Social 
media provides fertile grounds for misinformation to spread 
and “can enable discriminatory and inflammatory ideas to 
enter public discourse and be treated as fact. Once embedded, 
such ideas can in turn be used to create scapegoats, to 
normalize prejudices, to harden us-versus-them mentalities, 
and even, in extreme cases, to catalyze and justify violence.”50

What happened  
today demonstrates  
that promoting false  
and reckless  
conspiracy theories 
comes with  
consequences.
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THE SOCIAL SPREAD OF MISINFORMATION

For every fact, there is 
a counterfact. All those 
counterfacts and facts 
look identical online, 
which is confusing to 
most people.

Curving the spread of misinformation on social  
media is a problem that social media companies,  
government, and users must combat together. 

Here are a few suggestions but this list is not fully 
comprehensive. For more information, consider  
reading the following resources:

1. You Are Probably Spreading Misinformation Right 
 Now. Here’s How to Stop.  
 https://www.washingtonpost.com/tech 
 nolgy/2020/06/05/stop-spreading-misinformation/

2. How To Combat Fake News and Disinformation 
 https://www.brookings.edu/research/how-to-com 
 bat-fake-news-and-disinformation/ 
 

Embrace Slow Media
The concept of embracing slow media derives from a 2010 
German manifesto titled “Das Slow Media Manifest.”66 
Slow media is about quality versus quantity when it comes 
to news consumption. It encourages people to proactively 
consider the sources and credibility of the information they 
read. Slow media prevents us from chasing (and believing) 
attention-grabbing, deceptive headlines that lead us down 
misinformation rabbit holes. 

Studies show people who receive their news from social 
media are less knowledgeable about current and political 
events compared to those that obtain their news from slow 
media resources like print, radio and news websites.67

Author Cal Newport in his book Digital Minimalism suggests 
that embracing slow media makes it possible to “remain 
informed about current events and up to speed on big ideas 
in the spaces you care most about...without sacrificing your 
time and emotional health to the frantic cycle of clicking that 
defines so many people’s experience of the news.”

Change the Rewards System
Misinformation is click bait that pays well.64 When content  
is rewarded for provocativeness over credibility, it provides 
incentive to people & institutions to publish misinformation 
for their own motives. By removing financial incentives, 
we can reduce the quantity of fake news out there, and its 
ability to go viral.

Verify Accounts
If social media companies required for more information  
upfront, there would likely be far fewer trolls, bots, conspiracy 
theorists, and foreign threats. Instead of hiding behind fake 
accounts, people would be held accountable for what they 
share and say online, and fewer bots could exist.65

largest driver of the COVID-19 misinformation ‘infodemic’.”56 
Because Trump’s tweets “tend to go viral”,57 he can spread 
misinformation to massive audiences—even in times of crisis. 
In March, for example, Trump promoted an anti-malaria drug  
as a COVID-19 cure despite any evidence that is was effective  
against fighting the virus. In April, he recommended injecting  
disinfectant into the body and using ultraviolet light as  
treatments for COVID-19.

Health experts warn that “misinformation about COVID-19 
and its treatment make the public less likely to follow official 
health advice.” COVID-19 misinformation is considered “one 
of the major reasons” the U.S. is not combating the virus 
as well as some countries.58 As of October 7, 2020, the U.S. 
has experienced over 7 million cases and 211,513 COVID-
related deaths59—more than any other nation in the world.60

Misinformation is generously sprinkled across social 
media—causing public confusion over basic fundamental 
facts. In 2017, BBC Future Now asked experts what they 
considered to be a “grand challenge we face in the 21st 
Century–and many named the breakdown of trusted sources 
of information as one of the most pressing problems today.”61 
As misinformation becomes increasingly difficult to decipher 
against real news, we should not underestimate the threat 

this poses for democracy. Kevin Kelly, co-founder of Wired 
magazine and technology author explains that “truth is no 
longer dictated by authorities, but is networked by peers. 
For every fact, there is a counterfact. All those counterfacts 
and facts look identical online, which is confusing to 
most people.”62 Democracy requires transparency to 
survive63—from its citizens, journalists, and leaders.

The Coronavirus (COVID-19) Pandemic

In 2020, the COVID-19 pandemic originated in China51 and 
swiftly hit the rest of the world infecting and killing millions 
worldwide.52 As COVID outbreaks continued to impact 
millions of people, misinformation about the outbreak 
was propagating across social media. The director-general 
of the World Health Organization (WHO) has labeled the 
issue a “coronavirus infodemic.”53 This infodemic sowed 
“public confusion about who and what information sources 
to trust, generates fear and panic due to unverified rumors 
and exaggerated claims; and promotes xenophobic and 
racist forms of digital vigilantism and scapegoating.”54

The COVID crises has further uncovered the issues with a 
“post-truth”55 era—where facts are subjective to personal 
beliefs and biases, and science is downplayed or considered 
political. Demagogues like Donald Trump have used social 
media to undermine facts about the virus and spread 
falsehoods. A recent study conducted by the Cornell Alliance 
for Science of Cornell University analyzed over 38 million 
English-language global articles related to the pandemic, 
published between January and May 26, 2020. The research 
found that Donald Trump was responsible for nearly 38% 
of Coronavirus misinformation—he alone was “likely the 

What can be  
done about it?

Data Source:
https://www.dailymail.co.uk/news/article-8253875/White-House-claims-Don-
ald-Trump-taken-context-suggested-injecting-disinfectant.html

News website  
or app

Radio

Print

Cable TV

Network TV

Social Media

Local TV

61%

63%

60%

58%

56%

43%

37%

Data Source:
https://www.journalism.org/2020/07/30/u-s-adults-who-mostly-rely-on-social-media-for-political-news-
are-often-less-knowledgeable-about-current-events/

Americans who primarily use social media for 
news are less likely to answer questions about 

current events correctly
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In Summary

Over the past 20 years, social media has transformed how the world 
communicates, connects, and navigates life. With a better understanding 
of the influence it has had on people and society at large, it is time to re-
evaluate how it should exist. To deny social media of any benefits would 
be difficult, but to grant it so much importance without considering its 
consequences is irresponsible. Let’s take back control over our time and 
our attention, instead of leaving it at the hands of the handful of businesses 
and engineers currently steering our attention down distracted, misleading 
paths.
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